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As a result :J:C' U 1;"'~ ' ·"~;ll+.o J1l~ rl c ; 1>y pris)u r\:l'O "fr om
German C'Lo se r an ge 8 Lg , In t . units t o tb e RnFud ElJ1S the us e
of t wo-figur e ci phers b ~r t he Ru s s i ans pr· A.utically c eased f1' 8Dl
the en d 0 f 1 943 . Up to then th e ~r ha d "b een us e d as follo vvs :-

In t he p e ri od 1 940 - 4 2 t wo-figure c iphe rs we r e far
more LISe d t h an all othe r c i.pbe r-s p ut to ge t he r-, The most used
wa s the FT-3 9 (Peregow orn~a Taolica). It consisted of a
square 10 x 10 g i v i nc 100 g r oup s with or without alternative
meanings, se e Fig. I.

'1'118 al.phab e t Lay in t lreee c oLumn s , the figures
1 to 0 in one e oLumn, the r-erm a.nd e r- of t h e square consisting
of wor d s or phrases such as CO , Cbief of Staff, Wi re l e s s
St8tion, " we a r e changin g to f'r-e qre ncy .••• ,11 e t c . Th e latter
g r-oup s h ad alternutive rre an Lngs consisting of such ph r a se s .
In order to diffeI'enti at e t he t wo mean ings the first c o'Lurnn
contain ed t wo Eroup:3,::me meaning !fReE!.... Le t t e r " and the o t he r
11 r-e ad word a'". Ji:xnmple :)f 8 t n --f'ip;FI'e rne as age ~ ( S.D. = Rifl e
D i vis i on) '-
17 86 co 80 3 7 32 56
Read Words, KomrnandeuI' 3 6 He a d le tters S D e t c .

Th e r a c iphe r wa s car ~ied out by means of a 10 x 10
Latin Squa l'e (i. e. -'n o f'L g ur-e l~a ::')8()"~ ed in an y one c o.Lumn or line).
A line (or a c o Lumn) of t his sqULA ::''' ~ Vi a s allott ed to e a ch day
of the month

Ex ~ 7th , 'I 2t 11, 19tb, 28t h L.a ~T Line A

1st, 9 t h , 13 tb, 29th 1-.18 3' 1,ine G

3 1"0. , 6tb, 10th, 19th hla ~/ Column E

Th e r'e c Lphc r- of the bigrams 17, 86, 00, 80 on 7thi'.,iay
wou l d acco rding to Figure I "b e 10~ 54, 99, 59.

PI'-39 was us e d in th e Army 'by Army Gr-oup a , Armies,
Corps and Divisions ani in the Air Force by Corps, Divisi::ms
arrl Regimen ts. Th e identification of the Latin Square us ed
enabled the Oer-rnan s to e s tab l i sh to wh i c h F r cm t or Army tbe
wireless station lisino it b elon ged, or as t o whe t h e r it wa s
an Army or Ai r Force dt ation.

The r ecipher rows (or c o'Lurnns ) we r e first "broken
singl;y and then put to ge t re I' in th e Latin GClUD. r-e , "bearing in
mind th e a r ea in wh i ch it wa s bei~g u Ged. Since the squares
were often us ed for s everal months, the r econstruction of tr.e
s qua r es was eaa.iLy c he cked.

Hec i pher rows (or columns) could always "b e solved
wi t h a mLnLm um of 15 - 20 groups.

Mes aa ge s wer e of a technical signal or tactical
nature, the l a tter more eape o i al.Ly afte r the b eginning of the
Russian c ampaign in Jun e 1941. From t l~n on tbes e messag e s
gave many :pl a e e- n ame s , nam es ')f officers, etc. wh Lch we r-e v ery
useful.

Tbis cipber was us ed from the e x t reme South to
ex t r erre North of the Front a nd in the b ack area s a s f ar "b ack
as the CAUCASUS, Mi dd le ASIA a ni North PERSIA. It wa s
s upe r-aede d in lIa y 19 L+2 'by PT- 42 . This Vi a s simila I' t o I 'T- 39
...; .....-., __ ",", _ .J.. .....-, ., .,,,., 4-':_ ,-... - ~ r-._ - ".- , ..J- --1-1"", -+- ..,.\.-, ...... ' ".L.-!- ,.... .."',... ,...., ~ ,..I..l,..,, _ ,.... ' _ l,.."... "\- " .I- ....... _ ....... --
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See Fig. II.

Th e r-e c Lphe r me thad wa s the s arne as fa r PT- 39. The
s.')1nt i on of 5. r 'Jr'i ( ,:" r c o Lumn ) now r e quir ecl about 30 g r-oups ,
:evr - 42 vv a s us e d b ;:,r t h J:,rmy en d a c c oi- d i ug to the Ln s t ru.c t.t one
its u s e wa s r e s t r i c: t ed t o Army CT.L· ~JnpG1 Ar m iR Q and Corps. For
Divisi on s and Reg irm n ts PT-42N \18. S u s ed. It wa s s ma l le r ,b e i ng
on l y 7 x 10 inst e a d of 10 x 10. See Fig. III.

It s const ructi on was t he s ame as PT-42. It wa s
re-enciphered by me ans o f ro ws as b efore but th es e were
scarecely e ve r derived fr om a Latin Square, It wa s us ed
almost e x c l us i ve l y f'r-o m Division for wards and produ c e d much
tactical i nformation ; it r emaine d in force in s ome c e.ee s
until 1 944. So l u t i on of r-e o Lp h e r- 1"0 I S W" S eas ie r t.ho n with
PT-42 ow Lng to t h e basic cod e being sma l le r and to there 'C81ug
f' ewe r a l t ern ati ves t o the Le tt e r-s ,

Simulta ne ously wi t h t h e i ntr oduction of PT-42 1 the
Ai r F o r ce i ntroduc ed a s im i JD r 2- "igure c i pher . Its Russian
de s i gn a t i on vas unkno wn t o the Germ ane VI ~10 c al Le d it R2ZC 781.
The on l y di f ~:' eran c e b e t we en it an d PT·-Lj.2 wa s in the p l a c i ng
of' the l etters of t he alphabe t . The r ecipher ..va s 'by me ans
o f a Lat i n Squa r e.

It wa s p os s i b l e from now on to e a t ab l.f.a h whe the n a
wi r e l e s s s ta t ion bel onged t o t h 'J Army or t he Ai r Po r ce by tbe
cipher us ed.

At t he s arre time t he Ai r Force, espec ial l y t he
g ro und organi s ation but also i ndivic.u8 1 Ai r Di v i s io n s , st a rt ed
using a var i e ty of s e e i a l 2- fi gu:o e ciphers. These continued
in diffe r ent f orms up t o t he l a s t . The s e were e i ther' wi t h ou t
a l te rna t i ve s wi t h t h e l ett ers of the J~lphab et distribut ed ov er
L~ 1 5 ?6 , 7 or 8 c oLumn s and co r r-c s pond Lng Ly 'Ill e r r ows , ar wi t h
alt ernatives and wi th t he a rrangem e n t of th e l etters varying
a grea t deal from one c od e to a n ot he r .

Sma l l ind e pen dent s pecial units s uch a s P i on ie r
Br igade s , I\'Ior t a r' Reg imen ts an d Ar t i l le r;)T Br iga d e s , ro d t he ir
own h orne- mad e 2- f i gu r e c i p he 1"3 whl ell we re of ten in us e for
only s hort pe r i od s and whi ch ~ be s i d e s the letters of the
A'Lphabe t a ni nurrb e r-s , contained s pec ial i sed e x pr e s s i on s
appropriate to th e unit can e r n e d .

PT-4 2 was s u p cr-ee d e d b:T PT-!~3 wh i ch VJa S the l ast
gene r a l cod e us ed and wa s in fo r ce up to t be capitulation. It
c orrt aa ne d n o l etters and wa s us e d for a dd r e s se s ,pa r :bicularly
by the Air Per-c e an d P . 'IV .0. (PI .A . d e f'en c e ) •

Thre e-fig ure ciphers we r e first notic ed in I'eb rua r y
1 941 . They we r e u sed Lnc r- e as Lng Ly from May 19Lt1 and the
b eginning of the Huss i an Ca mpaign. From then until th e s econd
hal f of 1942 9 t he Ai r Forc e wer-e the g r a t e s t users of this
cipher an d e ac h .t.il' Di v i s i on had its own cipher. In 1942
t he fir st Army unit (t he 46th ;, rmy t he n i n th e CAUCASUS)
st a rt ed us ing a t h r ee-figure s y l L ab t c c ode.

By t he t line of STAIJINGFU\D prautic ally e ve r y L:nny
e n g a g e d in the b attle ha d its o\m 3-figure cipher.

The firs t 3-fig-ure c i phe r s we re ve r;)T s i mp Le in f or m.
They c onsis t e d of s eve ra l V g e s ( at mos t 10) a nd c ont aine d
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Soon a f't. e r-war-d s t he Le t t Ars of th e a lphabet we r-e
put in their a Lplrab e t Lc }? ,')s it ." on i n the book. S e F i g . V.

Af t e r s oms mo n t hs the s t r i c t l y a Lphab e t Lo nature
of the 'o 801c8 VlD S g i v e n u p a nd t he a Lp hab e t Lc l ty onLy rnaillt ::;1J n AQ
wi t bin t h e 1' 08 :) f a l etter. 'I'he numb ers we r e at t he same
time d.i.s t r-Lb trt e d at rand om ov e r the p a g c a , Se e Pig. VI.

Besides th e ab ove types of cod es, syllabic code s
were us ed which contain ed f 8 W wo r d s o u t practically all the
possible syllables 1:"'I11 i o11 could b e formed out of t wo or three
l etters. All c od e a of t his k ind w~ I ch ':'/ . 1'8 broken we r e
alph a"b et i c . Se e F'tg . VII.

l~rom the b eginnin of 19LU mos t 3-f i gu r e codes no
Ion e r c ontained single l e tt ers h ut use d t he initial Le t t e r of
the wor-d s for this pur-p o ae , I n c r-de r to i ndic at e wh .i.cn me an i n g
was to b e us ed t wo gr ou ps were int r oduced:

736 1) 1. e d t he i n i t i [\l I e " .e r

737 2 ) Head th e wh ol e wo r d .

'I'h c thr ee -fieu l'e g r oups we re r ad in t h e order of
p a ..., ~ ~ine .

h e r-e c Lpho r- of t h r e - f igure c Lph 1'8 wa s a s v ar-Ie d
a s in t he c a se :)1' t wQ- ' ur e c .i.p he 1' 8 . i.ach figur e VIa s
r e-e nciph8red. s epa r ately. r h a t i s t o s a y , for t h e p ag e n umbers
a ha tte d or der of t h e f :igu r e s 1 to 0 was s uD s t i t u te ". Thu s
Pa ge 1 b e c ame 4

II 2 " 6
ii 3 Ii 8 etc. S e Fi • VIII.

'I'he s a rre VlG s done f or eac h f igur~ of t h e lines wi t h
8. different Qrd UI' of f igu r e s us ed f or th e aub s t Ltu t Lor; in e a ch.
cas e.

The s ub s ti tu t i ons f')X' t l e fi ure s of' the 1 f.ne s c ou Ld
b e c1ifft r-cmt on ov e r y p a g e or it c ouLd be t he s ams , The
subs t t tu t t ons could b e c onstruct d wi t l10ut any r ecognisable
sys t om 0 l' t h e y could b e ma d e u p from a L at in Squa r e. In the
latter c ase the syst em used wa s as f al lows.

A starting p :J i n t wa s chosen in the: Latin Squa r
(Se e Fig. I) s ay the 9 i n Row B ~ t h e s ub s t I tut ion row could
then b e f o r mec. by r e adin g t o t Ile pi l1t of this po i n t ~ or the
left, or U P9 or down, or e ve n b JT t k i nc cve ry other figure in
any o f the s e d i re c t i on s (th o ac t.u al me t 0 ' to b e u s e d was La td
do wn in t h e instructions i s s ue d w:U jl1 th e cipher). Th i s was
done for each figure 0: t b 3 - f i gu r e r ou p . I'h e starting po int
in e a c h c as e wa s indic a t ed by its c oordinates~ i.e. 9 in Row B
wou l d b e 25. Th e t hr e pa i r s t.hu s f rmc d vtei« then combined
in to a 8 ix f '1gu I'G gro up whi c11 was t l en d i v::L de d into t wo thr e e
fig 1.'.I'8 grou p s wn I c h we pt; e i t h e r p I c e d a t t. e b eginning or end
of the mea s age , A Latin Sqrn re u r-u a TLy Las t e d abou t a month
though in t ho 1. i r li'orc 8 j.t S a l e t t me s l ast ed long er.

If a c od e WU R s ma L'Le r- than the p os s ibl e 1000 groups,
alt ern ative s co u l d b e g i ve n to e t t h e r the p age s Dr the first
f i gure of the lines. F or ex am_ I e if t h e code only h ad five
p age s , Page 1 = 0 and 8

2 = 3 an d 6
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The first rig-m'I='; Dfl;hG liw-:;s c"uld have as many as
thx'0e aJ.f-'=":t··rwtj.V88. The a i z o ']1' tl1p. o()cloB \]fJed "No.s in fact
u »,-/;l'Gm81.~' varied, EUJ;)" thiug fr-orn t wo to ten pages.

Thre e-figure cLphor-s we re used b~-. the i\.rmy Gro 1J.p s ,
Armies , Corps and Division fen' s t r-at-rg f.o ar::d tactical repcn'ts
as we l l as for supply and pers onnel matters.

Every Army Group, Army, Corps, DiVision, B~igade,

Rp,giment, Ab t.e I Lung had it sown 3-figure cipher wh i ch it used
to its subordinate units. Similarly it wa s possible for one
unit to use different cipher's for d.ifferent SUbjects, r .«.
one cipher was used from January to Ma y 1 945 by the 31'0. Guards
Tank Army for 1(a) reports and anotl1er for 1(c).

Air Force ciphers were often current for much longer
pe riod.s than wa s the case wi t h the Army and »ies:e known to last
for more than a year. Army ciphers were nearly always changed
after a big ope ration ard we r-e wi th few exceptions nev,::r current
for more than a month or two , and sOnJPti.m"£;: :£'01.' only a few weeks.

This type of cipher ended in 1943 and WOlF; sure·l'sp.ded
Py ..thr.ce-:-ftg1.1re _S.i gn 8 L Cod§fl. .

They contairfd no let ters 'but only wor d s and phrases of
tne;tical import. They Vie r s not a Lpb ab e t Lc but the meanings
we r e grouped und or various h c a d Lng s auc h as 1st Group "At t ack'",
2nd Group "Defence", 31'0. Gr'oUIJ "Supply" 9 4th Gr'Qup "Eriemy
moverre n t.a'! , 5th Gro1...1..p Ii D esigD8."t;:''):r~s of Units!', 6th Group.
IIFigures and murb e r a'! , 7th Group iI~jignal c orme c t Lona" e t c .
Each meaning hod t wo or thre e t l1 r e e -figure g r ou p s allotte d to
it. Anythinz not co nt a.l ned in t he co rte iIl a s sent "en clai r ".
Me s .s a g e s also contained a lot o f Coon"3.inates. ~ :e. s s age s in a
Sig n [(l CoDe of te n contained t :(:2 l ~ t i ':," ::, .,lpha or ( ~ in t he
preamble or an ind Lo a t or o f the fJ:c~m 1-;'j, 222, .J55 , 777 Dr
something similar. ""' ve r y unit from .hr m:f d ownwa r d s 11 0.0. it s
8vm Sign8.l C:)Cle whLch it u sed to its aub o x-dl na t e un its.
See Fig. IX.

'rhre e - i r,;Ul'f3 Address Co(1es.•

Those codes Viers used in connection wi t h 5-Figure
me s s a g e s to enable Ji r e l e s s s t et Lon s t o ensure t.hat me s s age e
arrived at their proper destination. Their' construction Via s
similar to that or the PT-39 or PT-42 but they c orrt a Lne d on ly
figures 5 unit designations, authorities, word.s Euch as "f8r "
or "f'rom'! , See Fig. X.

Ex amp l e of an address:

783 625 825 824 017 389 930 837 401

For Cipher Branch 5th Army from 4 Guards Tank Corps

J, c od e :Jf this type wa s first used at the begipning
of 1944 on the 1st&.. 2nd U'kr-aLn Lan and 1st Wh it e Rus s Lan l"rDnts
for communications between the Army Groups and their respect i ve
Armis sand Lndo pcndent Corps. In the aumne I' of 1944 armie s
began to use similar codes wi t.h t h e i r subordinate units and
latterly the use of such codes increased still further.

The s:Jluti8n :Jf the se codes, given a fair am:Junt of
material, wa s generally e a ay , 'l'he y were often simpler than the
example given in Fi g . X and s ome t irrc s appe a r-e d in the f:Jrm Df
straightforvvard lis ts wi. th e ach c))saning numbered consecutively.



Se e Yi g . =-:: 1.

'l' he same V D.r J n i: :i,( ' TlF) jH 0, " 1 1.C t.1.~c <.;; ". '\ .0 1 1 l.>c,c '\' .r [18 wi t h
tln'> " o-f j g u re

1 ) J:.. l p h n"b c t i c wLt h t ~ l e t t e r s of t r.··; ~ l hab8 t g r oup ed
a t I l L nd of' t he C:JQc .

2) .ach J etter f t e aLphab et p l aced b efo r e thl} 1' 0. r 'Ij

d c v o t e d to wc r-d s b eginning wLth t hat l etter.

3 ) Sem i - J a t t e cl .> i . e wi t h a l l th E; wo r-d. a 1) g j.n n i n g wi t h
one I c t t c r' r-o u p c.c t og ·t ; lc r "bu t t .l e g r ou ps in l · r n d.!llll

ord8r .

4 ) Le t t e r c ')f' 't he a l ph a , t wI t h a Lt t.r-n a t Lve s ,

5) S;yl l cbic Co r es ( wt t b \' :)1" " 3 d t stribute d over t he code).

6 ) l i tf!l)u t Le t te r- s 'Jf t ~1'_; a Lph ab e t bnt wi t h the g r ou p s
( a ) P e d i nitial l et t e r
~ b ) Uead t he w8rd .

7) Wi t h t.he group s ( D) and (b ) ab ove ap pe Gr i ng s cvera i
time s, of t e n 'In e a c h peg s .

C ~d c s h ud a ny t l i n g fr om 5 to 100 pG~e s . Th e Ai r
F cn'c e C::> rJ e s \.1.;";\.1 11 y ha: ab ou t 10 ;000 ., I' :) UTl S an t he J.. r my
5 , OOC 'J1' l e s , •

The me ~ bod of Re c j ~ he r in z 1 3 8 st i ].l mare va rie d than
i n t he c n s e of t J G - ' :f i ~ llr (j c Lphe ns .

1 ) P ') e a ch f i ; u r e o f t re f ~:mp ·~ ;' igll !' DUp 8 sub s t i tut i on
ro w c ~u~l b - us e d . Sec F i g . X I ~ .

Th i s form of e c i ... he r f' il~s "t appe ar-od i n S )!"tiemb e r
19 L ~3 a nd WD S us ed ' 'jT '~h e '['nnk Su pp l y an d Aclmi n i s t r a t i on
aut her I ti e s of t h e DD f r on t .

2 ) Big r am substituti on c ould b e used . Se e F i g . XIII.

3) ( 1 ) a rid (2 ) ab c v e CQuJ.d b e c orrb Ln ed j and th e f i r s t pair
of t he 4 - fi o ure r o u p W8 3 r - c iphe red b ~r means of a
b i grnm t ab Ie an d t he La s t ..a i r' e i ng Ly j or' vi ce-versa.

4) I i' t he b s i c c oele ' !8 S l e s s t h an 10, 000, 8.1te r f\ll t i ve
f i g 1.1.1'8S c ouLd b e 11 e el in t .he r e c iphe r as in Fig. XIV
,vb il...:h is n actual exa mp l e of t he re c iphe r u s ed by the
TDnl( Supp l ~i an " h dmi n i s t r a t i on Au t h 0 ri ties of tihe 1st
Ul r ain e F -on t from Febru m'~' - ..a rch 1 9L~5. Se e F i g • XI V.

The co e in que s t ion was 5 x 5 x 5 x 4 = 500 gro u p s .

A g \.- De 1"a l li rm~T LI -figure c Lph e r- 'was La e t ob se r ve d in
u s i n Nor t h PERS I £ i n t he wi nt e r 1 941 - 42. It h ad 5 0 pa e s
88Ch de s Lg u a t e d b y t wo a l t ern a t i ve big r ams a nd 100 lines t o
ea ch p uge . I t was t h e fo r e r un 1': ...' of t h e 5-figure c i phers.
Fr om Il,la J' 1 9}+1 t he JIJr Per-c e b eg [l ~ '!jO usc f our-figure ciphers
of many di f e r-en t or-rn a but of t e n of t he s Lrnp Le s t c on s t ruc t r on ,
In t h mi C.d l e of 1 9L~3 man y mob i Le f ormat i ons, T n k an d
IVB cba nis e d Co ps , Ta nk . rm ie s and. Ta nk Admi n i s t r a t i on a nd supply
units s ta r t e d u sing t h i.s t:fP O of ci pher. J.s was t h e c ase with
3 - f i g u r e ciph 1"S 5 e very inde pe nden t f 01"mati on b ad its Dvm
c ipher f{or u s e wi t h i ts s ub or- d Lna t c units.
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F OU:L--f.'j rru r e c i -p"h c-'rs ...·"""r":, 8 1 !" 'J U M ' J U "Lv R A; l\f\"Uo;Y fJTIA
'r:J:' anE'I p or -b U P, ts .

Gene rall~r s p e ak f.n g L~ - i gu r e c Lp he 1"S we r e changod 18.'3S
f re quen t ly t l an ot h r c i phe r-a ,

1 ) Pour-F i 13ur a Cipher used by VI Guar da tIech : Corps
(1st Ukr aine br on t ) fro~ January 1945 t o tho end of
host i li t ies . ( It was cap tur ed i ll J anuary 1945 ) .

'r ho notes tha t 1' 0 1 1 0 ',7 r e f'e r t 0 motleL Ho . 1 .

5 pages , 6 c oIU~[1l1S and 20 line s on ea ch page.
'l'he orde r of' r ea dl n a gr () u~J wa s A. = Page , B = Col umn,
CD = 1,i ne. 1'11i s book: oon t aLnc d only wo r ds and number-a , no
s ingl e l et t er s or syl l ab les .

Ree i hero
Thr oe str i ps are us e d for this rec ipher . One

cont aining t he r ecipher of the pa Ge and c olQ~s is l a i d al ong
the bott o~. The othor t wo are l a ~d on ei t he r s i de of the
boo k. The one us e d on tha l eft hand s i de conta i ns the
numb er-s 00 to 49 81... 0. t he one on tr.8 ri ght thos e fr o~ 50 to
99. Ther.e ar e t c c f ~ 8 ch c a t ~ " o ry of strip 8va i lable and
ea ch of t he t en j.s des l gr a t ed by a n umbe r fro~n 0 to 9 chos en
de r anuom. Ti lO s t r Lps b", ing uced car e :Lnd i cated by a f our
f i gure gr ou~ pla c ed D~ t he b 8 gi~nin Bnd ond of the ~G 8 s 8 ge.

The f i r s t f i gur e of t his r r :mp i s t he f igur e a l.Lo t t ed '[;0 the
botto~ st r i p g the socond fi gure i s that allott ed to the s tr i p
on the l eft hnnd si e £l nd t ho t hi rd t he on0 on t he right.
The fo urth fi gur e t e 8 dUx~y " Thus i n t ie ex amp 'L e gi ven on t hc
att ac he d ~odel t he in~i e Qt or woul d 10 952( 6 ) ,

'-' ---

he s trips wer e us~s lly cha. g ofter ab out a
fort night.

It wi l l be s een t h a t t~e ~ord RAD I O co uld b e
represented by 24 different gr oups in t he exa~ple gi ven .

Ti:l 0 n emes of.' pLa c es or wo r ds whi ch di d not appear
i n the Co, e book wor e s pelt out by means of t lB Lrit t l a'L lettors
of Vlords in the cod e b oo k, t ho g! ' OUP CB (le t t ers f ollow) being
inserted bef'o r e beginni ng to s pE.:i.l and tho gr oup CC (VJords
foll ow) a t t h o and o ~ t he spel l i n g. I t wi l l b e s oen that
t her e a r c up to 1000 gr oup s f r ony one l et t er.

Every Code c opt u r ed h8J G Rus s i oil de s l na t i on of
t he following fo r~.

~ l
r-r 403 A rr:ny

)PT L~03 K Cor ps )
PT L!.OJ -r-, Dr iga de )
. T 403 D Di 'l i- s i on )

1) would be us ed 1'r om A.l' ~ny to Co rps
2 ) I i if \i Oorps "C O Br j,gel da
3) II iI Ii B2.' i ga d3 t o h 8 i~ents

L~. ) II II if Div is ion t o Reg Lmerr t s ,

2 ) Fo ur - F i gure Oi pher of t he 152 I n dep ndent Tank
Br i gade ( 60th A. r~ny 1s t Ukr a i ne li' r on t ) • . := = =-=

The no t , ~ tha t fol l oB r or e r to dodel No o 2.
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c sn be :lsed in conjunction with each page of the code book..
The 4-fig11l' G g ioup re'p" "H'}fmtjll~ 8 wo X'd in the CodA "L ook is
read off in the order ABC D Sh own on th8 ~no ('i A1 . Thus RADIO
001111. be 5641 etc. The Iridf.c a tor shows which strip is being
used with which page. The first figure indicating the strip
used with page 1, the second that ussd wi t h page 2, Bnd the
third that used Wi t h page 3~ The last is a d~n~y . It will
be seen r rom the :nodel that, there being six strips and ten
figures available for their indication,four of the strips can
have.alternat ive inaicator figures .

The code bock was current f or several ~onths but
the series of strips was changed either fortnightly or ~onthly

according to instructions.

3) Sigl1t'll Code of the VI Guarda Tank Cor-ps (3rd Guards
Tan~ A ~~y 1st Ukraine Fr on t ) .---_.__._-------- - -------------- _.- ----

The notes that follow refer to i odel No. 3 .

The code consisted of ten colu~~s and eighteen lines.
The recipher vas ca r r i ed out by ~eons of hor i zontal and
vertical strips consisting of bi gra~s. Thus RADI O could be
represented by 0119 et c. in the examp'l e s howJ.. 'J:1h er e were
ten strips of each type, oach of' the t on was designated by a
numbe r of consecutive bigrwnsioe. 00 to 11 or 12 to 19 etc.
The strips being used wer 8 sh own by a 4-figure indicator group
the first p . i r of whi ch r eprosent ed the horizontol strip and
the second, the vert i cal s trip.

4) Pour-l1'igu:2o Oi'Ph e ~ of ';;ho 'l' bT..k S upply a n c;
Ad~ini G t r a t i on Authorities of the 1st Ukraine Front •.;.;===--""._- - --- - --

The notes that follow refer to Model Noo4 .

The code book was used f'r om 1!'ebru8ry 1945 unt il the
end of hostilities. During this ti~e ten alternatives for each
of t he three reciphering strips were used. The figures
representing a wor d in the book were read in tho order
Ele~nents D A B C shown in the :noc.el. Thus RADIO cou'l d be
represented by 3751 etc. Etlah m: the ten strips \lV DS designated
by one of the figures 0 - 9. The i nd i c a t or WDS the 2nd Group
(and often the last group of the me s a age }, The first figure
indicated the strip used for ~:e~8nt D~ the second Ele:nent A
and the third and fourth Ele:nent Be of' the mo de'l i. e. 6756
in the cxa~~ ie 8hown~

5) Four-Figure Cipher used by the 76th Regional Air

.2~s ~__(Rus sia!~_-::- 79 RA~:=)=~=._=_===--:::==== ========
Th e notes that folloVl refer to I'.~odel No. 5 .

The cipher was current fro~ May 1944 urit t L the end
of hostiliti es.

The Oode Book consisted of 40 colu~s and 40 lines.
The co l.umne had t wo b. ~ r-ama each allotted to t h em, the lines
only one, the bigra~s ran cons ecutively in eoch case. It
cont ained single letters, nu:nbers, syllables, words, types.
It did not cont ar n the groups "Read ini ti81 letter", "Read
words". Rec i ph e r i ng VIAS car r i ed out by means of three
adjacent bigr a:n t ablos. No i ndicators a s such were used but
a full stop alwoys oc curr ed in tho second and last place of
the ~essage wh~ch enab led the recipient to tell WhJ0.h +ohl~



mho notes that follo w r efer to Mode l No.6 .

The c Lphev WAS CUI'1'0nt f:r:o~n :F'ebl'UAl'y 1 ')]1') u.ntil the
end o~ h0stj.lities.
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This cipher wos not co~p18telybroken by the Ger~ans

and they "were unc ert e Ln abo ut various points. The indicator
group was placed at the b eg.lnrd ng and end of the mesaage ,
Its first pa ir prob ably indic ated t he ver t i ca l recipher st rip
used and the s econ~ the hor izon t al . The r e c i phe r was probably
carried out by b i gr am auba t t t ut t on, Va r t cus me tho as of
reciphering wer e current a t the S8 :18 t Lme ,

7) Cipher used by 3rd Gua r ds T8nk Ar:ny.

The notes that follow refer to Model No.7.

Me ssages in this cipher first sppeared on 15. 1.45.
The group 6666 alw ays appear ed a t the beginning and end of
mes e ages and was prob8bly a Code numbe r , The second and
penulti:nste gr oups of t he :nessage TI er e the indic8tor, the
first and third figures of whi ch ga ve the pa ges to bensed
in the reciphe r , the second 811d fourth wer e dU~·f1~l1ies. Cle8r
t ext 1 coovdinat es and signatur es en clair appea r ed in the
~no s 8 a ges . Pl ace n a:ncs and signatures Ber e seldo:n spelt out
in cipher.

Fro~n 15.1.45 un t i l the md ddLe of Ma r ch four r oc i p h A't' :'l
were used concurrently, fro:n the begiwling of April only one.

The Code consist ed of doubl e pages A1 , A2 and B1 1 B2
fro:n which only two single pa ges wer e us ed a t once i.e. A1 and
A2 or A1 and B1 or A1 and B2 e t c , In the exampLe given the
indic ator 5033 shows that B1 and B2 8r e t he pages used.

Examp'l e :

6666 5033 5432 0.331 1392 37582

Cod e Nr . Ind icator. PROTI\TI~

3348 UNI6TOVENO etc.

D. Five-Figur e Ci phe r s .

DDEJBOI Uv~EE Ca~ordinateB

Five-figure Code boo ks cont Dined abou t 25,000 out of
t he poss ible 100,000 groups, the pa ges being nu:nbered 000 - 999
with a hundred lines on each page . The Ger:nans never broke a
book and any eX8~ples they h Eld we r e csptur os.

The books wer e alphElbetic a t first but then bec a:ne
il s e:ni - h El t t ed11 1. e. El l l gr oup s wi th the 8811e ini tisl letter
were gr oupe d to gether but not al phab e t i c al l y , nor sie i:« the
initial letters EllphabGtic with reference to one anot he r .

The books cont 8ined

1) Single lett ers

2) 'Vor ds

3 ) Phr a ses

4) Two-fi gure l1u:nbc rs
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8) All designotions of types,such as Tspes of Tanks,
8~~unition, wireless stations, transport etc~

Five-figure ciphers wer e used both by the Ar~y and
Air Force as follows.

(a) Ar~y

N.K.O. ~~efence Council)
Ar~y Groups
Ar~ies

Corps
Divisions
Brigades

Air Ar~ies

Air Corps
Air Divisions
R.~.B. (Air Ground Regions)
P. H.O. (A.A~Defence)
A.A. Corps
A.A. Divisions.

The mees ages cont ained s t r a tegic, tact Lc al., personnel
and supply ~atters. Also political directives and reports.

Recipher.

KONA.1 did not de al with 5-figul'e trClffic but sent
it back to BERLIN. Prisoners state~9nts on the subject of the
~ethod of recipher used were therefore so~ewhat confused but
it is thought that the following represents the true picture
as far as they knew it.

An additive was used for the recipher. This cons isted
of pads known as ~LOCKNOTS which contained a variable nQ~be r of
sheets on which were printed anything fro~ 50 - 100 5-Figure
groups. Each pad was given a five-figure nu~iller and each sheet
of the pad a two-figure nu~ilier which ran consecutively.
There wer e five different types of BLOCKNOT.

I (Il'IDIWIDUALlI1Y) known by Pigure 3.

NOTBI,OCK ( emergency II

Block)
A BLOCK.1."'iJ"OT us ed for "
passing on traffic.

Z (ZIRKULARNY)

os ( ?)

tI

tI

tI

\I

11

II

6.

2.

1

8

BLOC~~OTS I contained 50 pages and were used in
one direction only. _

BLOCKNOTS Z & OS contained 30 pages and could be
used in either direction.

The distribution of BLOCKNOTS was carried out
centrally fro~ MOSCOW - Ar~y Groups - Ar~ies. The .Ar~ was
responsible for their distribution throughout the lower levels.
Independent ill1its always took their cipher ~aterial with the~

and one case occurred of a unit being silent for nine ~onths
I'""'I~ ..." J.. 't-..._... -. ' __ ..! __ ~_"l ~.:'1 ~. J .. '7_ ...... ~ ..... ..-... ...... _~ ........::~ _ ..... -P 1"""ITr\"""Tr",:\TI"\~n



O\..lcRsionA.l1y the same RT.nCKNOT was diR "tri-buted to
t wo u n f .t e en different parts or the f'l:UIlt with the result
that a depth was e s t ab 1 is h od . Records of all BLOCYJ.\TOTS Us ed
were kept in BERLIN and. when a r epe at was not iced a "BLOCKNOT
ANGEBOT Ii was sent out t a all Germnn S. I. unit s , It see ms that
depths of up to 8 were ea t ab'Lf.s he d at the beginning of the
Russian Campaign but that no 5-figure vias 'br'c ken after li,Iay
1943.

Prisoner stated definitely that e a c h of the figures
a - 9 occurred the ~ ame number of times on anyone page of a
BLOCKNOT and that if a ccun t of the figures in the cipher text
wa~ made the frequency of ea ch figure always lay between 9 and
11~o .

The two .ind icators of the BLOCKNOT were placed
en clair usually within the first ten g ro ups of the text or
sometimes at the ern. One indicator wa s th e BLOCKNOT number
and the at her consisted of two r anc1.om figures, the figure
r epresent ing the t;ype, ani trle remaining two the pa ge of the
BLOCKNOT being us ed.

In lon g me s s age s 00000 was plac ed in the message
when the e nd of a page had been r enched.

E. Four-1e~ter~.ph~

TvJO forms of four-l ett e r cipher first appeared in
practice traffic b etween Ar my Groups a nd Armies and independent
Corps of the 1st Ukrain e Fnj:1~ in November 1944.

This consist ed of a sheet of paper ruled off into
8 x 8 squares. On top was pLa c ed an o t he I' she e t in
wh i ch 16 holes we r e cut of corresponding size to the
e cua r-e s on the first sheet. Thes e holes we r e so cut
thnt if the sheet is turned through 90° round the
centre point in the foul" possible p os f tions and a
letter \lvr i tt en on the bot tom sheet through e a ch hole
in each p os i t i on, a l l 64 squares on the bottom sh eet
would b e f ille d . Tr-.!3 t ext of th e message to be
enciphered vias -{ r i t t e n i n the holes horizontally with
th e stencil i n the f ir s t then i n the s econd, third
and fourth po s i t i ons . The cipher t ext wa s then read off
h or i z ont a1 1~r and sent in four 1e tt er groups. If a
me ss age was longer than 64 Le t ters the pro c ess was
r epe at ed a s many t :i.llBS a s necessary.

The revolving s t cn c i 1 was ch an ged from time to
time.

2) Tr an s pa s j ,t ion.

This cipher is a siJ1l.:r.:Je transposition cipher,
the key 'be Ing g i v e n by a Keyword and the text being
wr i t t cn j.n vert ica11y a c c ordi ng to the key an 0. e ithe r
u pwa r-d s or downwards according to a c c ompany i n g
ins t ru c't.i on s e The cipher text vms tm n read off
h orizontally a nd s ent in 4 Dr 5-1etter g r ou p s .
Se e Ftg. XVI.

The cont ents of messages s ent in b oth the above
types of cipher we re usually ab ou t t echnical signal mat t e r s
though r ecently units and p8sitions we r e narr~d.
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It C:Jnsist ed of twa halves e a ch of which \'/0.8 n.Aoip:wt,f'-fl
'by a word mlCll a s s:;;;vn:m ZAPI,D . The cle a r groups su ch as -( /lr:.,
uumbe r-e , units , offices, d .e e L ati~:ms such a s T nl1~C , Guards, .f
I'jle ch n. n j.s e d e t c . we re g'wnpnd in t wo ~ r1l 1 1mn s . Ea ch half of the
code cnntained 0. nunib e r of column s wi t h ('a v e r - wor d s .

r h G f :"1' d ~ :1~, 1:[' :.t ." L118 C J c.. ~ is U3 e el wit 11 .:: olumn ~

and the s econd h alf 'ii i th column 2 . The o r der of the halves
can be changed a nd "ncli cated by the indicating word.

If t he cI a ElI' g ro u p C on e is t s of more than one word
such as t: I n the forme . c c ctcr- " = Dolvnost and th e wan t e d
wor d is ~ ; Z'OI';":lUr ;; ~ t 11 ~. f3 can be i ndic ated by saying If the

second wa r d or " DOLVNOST. Se o Fig. XVII.

Example : MOLNI h FOZ~NO REEOHT l~TO F.AKET

10. 3

Tho codes identifi ecl we r e on Ly us ed b;y the brmy
am c orrt a Ine d strategic a nd t ac t tcu I repor t s a n d tho nam es
of units. They we r e small in ai ze ari d o cnt a tne d only e a a e n td a'l
groups. .An~Tthing that c ou.ld ne t -!Je enc ipherod WElS sent in
c Lcar , Coordinates a La o a ppe ar-e c; i n m s aag e a ,

These wer e rery v c. :C':i ecL. A:rmiesmade up their own
systems a nd a r b i tary ref e renc e p :J i n t s and grids we r e used.

The s e WEi r e a l wa y s cbn nge rt b e l'or e a n 8ffens Lve , 'I'hey
tend e d t o be sys t ematic wLt h t n a pa rticular branch of
t he Arrny ,

H. General RemElrk.s on Se ct i on I (Ar my and Air).

In t he abov e pape r xc~plc s ar ; given only of those
ciphe rs whos e oas i c c onstruction wa s Eis t aoli shed. Th ere we r e
many t yp e s of c Lphe 1" wh Lch we r e on Ly pa r-t La L 'Ly broken a nd
whose bas ic form could not b e e s tab l i s h e d , t h ese a r e not
ment Loried , A nu.rrib er of ciphers we r e later cap t ur'c d a nd the
German r esults c onf inned. Other c aptures e n a b led th em t o
read ciphers currently.

The o r i g i nal Russian _cs ir;n a t i on of a particular
cipher VJaS in most cas es unknown a nd. a Ge rman designation was
then giv en in the form nzzc 706.

R = Russian 12Z = Typ e , C = Code,706 = Serial nU~ber'(Z7Ziffer ~
flgure)

The numb e n of Russ i an ciphers of all sorts t.h a t
were broken wa s about 300 0 .
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II ~.W .J2._ Codes.

A • Five-FiglJl'~_ C:iJ2~.

These were not deo.1t with by KOtU.. 1 'uut prj80IlE~r

stated that 40 - 50 men we re ellJp ) .o;y .-:,d by LNA at ZOSSEN on
the expLoLt a t i.on of such c Lphe r-a , He t r.ou gh t that a good
dea of cceas o'b t a1ned i.n the caee o:x ~A.J' E.a~l;er;Q

An add1t i ve was used or t he ~~r.

B. Four-Figure Ciphers.

The c i phe r s Df the above type exploited by KONA.1
were used by frDnt line units (Regiments and Battalions) of
the N.K.W.D. These unit s were mainly empl oye d as MilitarJr

polic e .
Only one code oDok (known tD the Germans as R 4 z C

1800 and. to the Rus si an s as KODOWJ,A TABL lCA if ZERNO ll
) wa s used

by the N.K.W.~. from Oct Dber 1943 - end Df 19W~. It wa s
us ed from Battalion upwards tD Front HQ9 s , frDrn Front HQ's
upwards five-figure ciphers we r e uso A•

A rna de 1 of th e c i p he r and a n exampl e of an enc iphered
t ext are attached. The f ollowi ng note s re fe r t o this Mod e l
and ex ampl e . (Se e Mo de l 8) .

The b ook con s is t ed of 50 paoe s eac h wi t h t ~o col umns
of 2 5 lines .. 25 00 Gr oups L 1 £J_1 0 The b ook wa e alphab e t i c
(the example made up b y pr'sone ~ doe s n o t ag re e with thi s
s t a tement) •

'I'he r eciphor o ons ts t e o of t wo ele men t s .

1) Ohif f ran t

2) Bigraffi sub s titut i on t ables.

'j1 ~ The "Chf.t'f'r- an t " c ons isted of the figures 0 - 9 in
r a nd om order p r i n ted at the top of each page, a different orde r
be ing used f .)r eac h page. The third figu re of the f our-figure
indicator group gave t he nurnbe r- of the chiffrant to be used,
a • e . if 5 wa s the 3r d figur e of the indicator group , the fifth
f igure of the " cn at r r-ant " reading from left to right would be
the one used for e ach page. This nQmber was then added to the
numbers of the lines on the pa ge before they we r e reciphered
oy means of the bigram tab le . r ,e , if the number wa s 6 then
line 00 wou l d become 0 6 an d l i ne 24 wou l d becDme line 05.

•

2. Two differen t bigr2ffi substitution t ables ~e re used
for reciphering the bigram r epre s enting the p age a nd that
representing the line. Ten such JGable s we re in use c oncurrently
for the recipher of both page and line. Each t able was 10 x 10
so that each bigram could b e r e c i phcred in t wo different ways
and each table ~ a s desj.gnat ed b~l on e of the figures from 0 - 9.
The fj{Sure designating the t able us ed f or the line vuxe put in th e
s econd place of t he inclicator group and that clesignatj.ng the
t ab .le used ::' 01" th e page in t h e fourth p Lac e , The first place
was a dummy. .A series of subst itution tables was current for a
pe riod of from t wo to s i x months.
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The indic at or g r-ou .p W5.S insf':rt p.d e n clair i n one
of the first t en gro u p s o f t h e m p.8 C 8~"3 a c cur "l; T1£; to ins tl"l:Lcid.!)I)8 •

Th e I' 9 ll'11+';nll..lIj t~ g l' 011P cons i s t p.d of t h e d o. t e and J.Angth of
t he me s a a z e a nd th e lqst g ru up t he Ohi number,

Fr om 1933 - 42 RL( ZC4 Ha s i n us e. It
0. 100 pag e aLpbabe tic bo ok each wi t h a hu nd. r-o .t
wa s c a r r i ed ou t l)y rne an s of 31 LJ i G.l.'CLil 1 t ab l E' S .
by t he Ge rman s in 19GJ.

cons Ls t e d of
Jj Yl p. e . Re c ir1Jp. r
It wa c 'b i-o keri


